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Module 1: Introduction to Cybersecurity Compliance
Learning Outcomes

By the end of this module, you should be able to:

1. Understand what cybersecurity and cybersecurity compliance mean.

2. Identify why cybersecurity compliance is important in the modern digital world.

3. Recognize the basic components of a cybersecurity compliance program.

4. Explain the common requirements found in cybersecurity laws and standards.

5. Begin to assess your organization’s need for cybersecurity compliance.

1. What is Cybersecurity?

Cybersecurity means protecting computer systems, networks, and data from being accessed, stolen, or 
damaged by unauthorized people. Think of it like locking your house or installing a CCTV system—but for
your digital information.

Every time you:

 Use a computer or smartphone,

 Send an email,

 Make an online payment,

 Store client information on a system,

...you’re involved in digital activities that must be protected.

2. What is Cybersecurity Compliance?

Cybersecurity compliance means following a set of rules, laws, or standards designed to protect data 
and information systems.

These rules are created by governments or professional organizations. For example:

 A hospital must protect patient information.

 A bank must secure customers’ account details.

 An online store must protect users’ credit card data.

Just like there are road rules to make driving safe, these compliance rules are there to make online 
systems secure.



3. Why is Cybersecurity Compliance Important?

Here are a few real-world reasons why compliance is important:

 Avoid Legal Fines: Many countries now have strict cybersecurity laws. If your company doesn’t 
follow them, it could pay heavy fines.

Example: In 2023, a company in Europe was fined millions of euros for not protecting users' data under 
GDPR law.

 Protect Customer Trust: Customers expect their information to be safe. If it gets stolen, your 
reputation may be damaged.

 Prevent Cyber Attacks: Following compliance guidelines helps protect against hackers, 
ransomware, and viruses.

 Improve Business Operations: Compliance frameworks often include best practices that help 
your IT systems run more efficiently.

4. What Are the Key Parts of Cybersecurity Compliance?

Cybersecurity compliance involves a combination of technical, legal, and organizational steps. The main 
parts include:

a. Policies and Procedures

These are written rules explaining:

 How employees should handle data

 What to do in case of a security breach

 How often passwords should be changed

Example: A policy may say employees must use strong passwords and never share them.

b. Access Controls

These are tools that decide who can access what information.

Example: A nurse in a hospital can access medical records, but not the payroll data.

c. Data Protection

This includes encryption (scrambling data so hackers can’t read it), backups (copying data in case it gets 
lost), and firewalls (which block bad traffic).

Analogy: Think of encryption as writing a message in a secret language only the sender and receiver 
understand.

d. Training and Awareness



Employees must know what threats look like (e.g., phishing emails) and how to respond. Everyone plays 
a part in cybersecurity.

Example: Regular training helps staff recognize fake emails trying to steal passwords.

e. Monitoring and Reporting

Systems should be checked regularly for signs of a breach. Also, companies must report incidents to 
regulators when required.

5. Common Cybersecurity Compliance Requirements

Although each regulation is different, they often ask companies to do similar things. Here are a few 
common compliance requirements:

Requirement What it Means Example

Data classification Identifying what data is sensitive Health records vs. newsletter 
subscriptions

User authentication Making sure users prove who they are Logging in with a password and code

Security audits Regular checks to ensure systems are 
safe Hiring a firm to review your IT system

Incident response 
plan

A guide on how to respond to a security 
issue Step-by-step response to a data leak

6. Who Needs Cybersecurity Compliance?

Almost every organization today needs some level of cybersecurity compliance. Here’s why:

 Banks and Financial Institutions must follow strict standards to protect money and financial 
records.

 Healthcare Providers must follow laws like HIPAA to keep patient data private.

 Online Retailers must protect credit card details during payment processing.

 Government Agencies protect classified and sensitive national data.

 Small Businesses and NGOs also need basic protections if they store personal data or conduct 
business online.

7. Summary – Key Takeaways

 Cybersecurity is about protecting information and systems from harm.



 Cybersecurity compliance means following legal and industry rules to protect data.

 It’s important for legal, business, and security reasons.

 Compliance involves policies, access controls, data protection, training, and monitoring.

 Most organizations, regardless of size, need to understand and follow cybersecurity compliance 
requirements.

Activity: Think Like a Compliance Officer

Imagine you are working in a company that stores customer contact details, email addresses, and order 
history. Based on what you’ve learned:

1. What kind of data is being stored?

2. Who should have access to that data?

3. What basic rules (policies) should be put in place to protect that data?

Write your answers in a notebook. This is how you start thinking like a cybersecurity compliance 
professional.



Module 2: Global Cybersecurity Regulations
In-depth coverage of GDPR, CCPA, HIPAA, and other laws

Learning Outcomes

By the end of this module, learners will be able to:

1. Understand the purpose and importance of global cybersecurity regulations.

2. Describe the key requirements of GDPR (Europe), CCPA (California), and HIPAA (USA).

3. Identify other international data protection laws relevant to cybersecurity compliance.

4. Recognize the similarities and differences between different regulations.

5. Apply key regulatory principles to real-world compliance tasks.

6. Understand penalties for non-compliance and how to avoid them.

1. Introduction to Cybersecurity Laws and Regulations

Cybersecurity laws and regulations are rules created by governments to protect personal, financial, and 
sensitive data from misuse. As the world becomes more digital, almost every country has introduced 
some form of data protection law.

These laws are designed to:

 Protect people’s personal data.

 Ensure businesses handle data responsibly.

 Prevent misuse, theft, and accidental loss of data.

 Punish organizations that are careless or dishonest with data.

Let’s take a closer look at three of the most widely recognized regulations: GDPR, CCPA, and HIPAA.

2. GDPR – General Data Protection Regulation (European Union)

What is GDPR?

The General Data Protection Regulation (GDPR) is a data protection law that applies to all countries in 
the European Union (EU). It was introduced in 2018 and is considered one of the strictest privacy laws in
the world.

GDPR applies to:



 Any organization located in the EU.

 Any company outside the EU that collects data from EU citizens.

Main Principles of GDPR

GDPR is built on 7 key principles:

1. Lawfulness, Fairness, and Transparency:
Data must be collected and used legally, fairly, and openly.

2. Purpose Limitation:
Data must only be used for specific purposes stated when collected.

3. Data Minimization:
Only collect data that is absolutely necessary.

4. Accuracy:
Data must be kept up-to-date and correct.

5. Storage Limitation:
Don’t keep data longer than needed.

6. Integrity and Confidentiality:
Data must be kept secure and private.

7. Accountability:
Organizations must prove they follow the rules.

Rights of Individuals under GDPR

Under GDPR, people (called “data subjects”) have the following rights:

 Right to Access: They can ask to see what data is collected about them.

 Right to Be Forgotten: They can ask for their data to be deleted.

 Right to Correct Data: They can fix wrong or outdated information.

 Right to Data Portability: They can move their data to another service.

 Right to Object: They can say no to certain types of data processing.

Example of GDPR in Action

Let’s say a company in Ghana runs an online store and collects names and emails from EU customers. 
Even though the company is not based in Europe, it must follow GDPR rules.

Penalties for Breaking GDPR

Fines can be very high:

 Up to €20 million, or

 4% of global annual revenue—whichever is higher.



Mini Task:

A company wants to send marketing emails to customers in France. What should they do under GDPR?

3. CCPA – California Consumer Privacy Act

What is CCPA?

The California Consumer Privacy Act (CCPA) is a law in the United States, specifically for the state of 
California. It came into effect in 2020.

It gives people in California more control over their personal data and tells businesses how they should 
collect, store, and share that data.

Who Must Follow CCPA?

Any business that:

 Has over $25 million in revenue,

 Buys or sells the personal data of 50,000 or more consumers, or

 Earns more than 50% of revenue from selling personal data.

Even if your business is outside California, you must follow CCPA if you handle data from California 
residents.

Consumer Rights under CCPA

1. Right to Know:
Customers can ask what data a business collects and how it is used.

2. Right to Delete:
Customers can ask for their data to be removed.

3. Right to Opt-Out:
Customers can say no to their data being sold.

4. Right to Non-Discrimination:
Businesses can’t treat customers unfairly for using their privacy rights.

Comparison to GDPR

Feature GDPR CCPA

Applies to EU residents California residents

Penalty Up to €20M or 4% of revenue $7,500 per violation

Consent needed Yes (Opt-in) No (Opt-out)



Feature GDPR CCPA

Right to access data Yes Yes

Right to delete data Yes Yes

Mini Task:

Your online service sells personalized ads and collects user data from California. What CCPA rights must 
you honor?

4. HIPAA – Health Insurance Portability and Accountability Act (United States)

What is HIPAA?

HIPAA is a U.S. law that protects medical records and other health information. It applies to:

 Hospitals

 Doctors

 Insurance companies

 Any business handling health-related data

What HIPAA Requires

1. Privacy Rule:
Sets limits on how health information is used or shared.

2. Security Rule:
Requires companies to protect health data stored electronically.

3. Breach Notification Rule:
If health data is leaked or stolen, affected people must be informed.

Protected Health Information (PHI)

HIPAA protects PHI, which includes:

 Names

 Medical history

 Prescriptions

 Lab results

 Health insurance details



Even if a company is not a hospital, if it handles PHI—for example, a medical billing company—it must 
comply with HIPAA.

Penalties for HIPAA Violations

 Up to $1.5 million per year for each violation.

 Criminal charges if violations are intentional.

Mini Task:

A medical clinic wants to email lab results to patients. What should they consider under HIPAA?

5. Other Important Cybersecurity Laws Around the World

a. PIPEDA (Canada)

 Personal Information Protection and Electronic Documents Act

 Applies to private-sector businesses

 Requires consent and secure data handling

b. POPIA (South Africa)

 Protection of Personal Information Act

 Introduced in 2020

 Similar to GDPR in many ways

c. NDPR (Nigeria)

 Nigeria Data Protection Regulation

 Requires data protection policies and consent

 Overseen by the National Information Technology Development Agency (NITDA)

d. PDPA (Singapore, Thailand, Malaysia)

 Personal Data Protection Acts

 Focus on user consent, proper data collection, and breach reporting

6. Why Understanding Global Laws Matters

Even if your business is small or local, the internet has no borders. If you:

 Sell online,



 Use cloud-based software,

 Collect information from people outside your country,

...you may be subject to international laws like GDPR or CCPA.

7. Summary of Key Points

Regulation Region Focus

GDPR European Union Protects personal data and privacy

CCPA California, USA Consumer rights and data control

HIPAA USA Protects health data

PIPEDA Canada Data use and consent

POPIA South Africa Privacy and consent

PDPA Asia (multiple countries) Cross-border privacy rules

8. Compliance Checklist – Basic Actions for Any Regulation

1. Identify what kind of data you collect.

2. Get proper consent from users.

3. Create a privacy policy that is easy to understand.

4. Limit access to personal data.

5. Regularly back up and protect data.

6. Train staff on data privacy responsibilities.

7. Prepare an incident response plan for data breaches.

9. Practical Review Questions

1. What are the 7 principles of GDPR?

2. How does CCPA differ from GDPR in terms of user consent?

3. Who does HIPAA apply to?

4. What data is considered PHI under HIPAA?

5. Your website receives visitors from Europe, what law should you comply with?



6. What are the consequences of ignoring data protection laws?

Conclusion

Understanding global cybersecurity laws is essential in today’s digital world. Whether you're running a 
local business or working in IT or compliance, these laws help guide how personal data should be 
handled safely and respectfully. By learning about GDPR, CCPA, HIPAA, and others, you become 
equipped to protect data, avoid legal issues, and build trust with users.



Module 3: Security Controls and Compliance Standards
Implementing CIS Controls, NIST 800-53, and ISO 27001

Learning Outcomes

By the end of this module, learners will be able to:

1. Understand what security controls are and why they are essential in cybersecurity compliance.

2. Describe the structure and purpose of CIS Controls, NIST 800-53, and ISO 27001.

3. Identify how these frameworks help in preventing, detecting, and responding to cybersecurity 
threats.

4. Recognize how to implement selected security controls within an organization.

5. Understand the differences and similarities among the frameworks.

6. Apply security control principles to meet compliance requirements.

1. Introduction to Security Controls

Security controls are measures or actions put in place to protect systems, networks, and data from cyber
threats. Think of them as rules, tools, and processes that help keep information safe.

There are three basic types of controls:

 Preventive Controls – Stop problems before they happen (e.g., firewalls, passwords).

 Detective Controls – Discover problems when they occur (e.g., antivirus software, logs).

 Corrective Controls – Fix issues after they are found (e.g., data backups, system updates).

Security controls help businesses comply with laws like GDPR, CCPA, and HIPAA by protecting personal 
and sensitive data.

2. CIS Controls (Center for Internet Security)

What are CIS Controls?

The CIS Controls are a list of recommended actions for improving cybersecurity. They were developed 
by experts and are designed to be simple, practical, and effective. The latest version is CIS Controls v8.

Structure of CIS Controls

There are 18 controls, grouped into three categories based on how mature an organization is:



 IG1 (Basic Cyber Hygiene): For small organizations or those starting with cybersecurity.

 IG2 (Intermediate): For organizations with more IT systems and greater risk.

 IG3 (Advanced): For large or high-risk organizations.

Examples of CIS Controls

1. Inventory and Control of Enterprise Assets:
Know what computers and devices are connected to your network.

2. Secure Configuration of Software and Hardware:
Change default settings to reduce vulnerabilities.

3. Account Management:
Manage who has access to systems and ensure only authorized users can log in.

4. Data Protection:
Encrypt sensitive data and prevent unauthorized access.

5. Incident Response Management:
Create a plan for dealing with cyberattacks and data breaches.

Why Use CIS Controls?

 Easy to understand and apply.

 Prioritized: You can start with the most important steps.

 Free and open to everyone.

Mini Task:

List three CIS Controls you could implement in a small business with five computers and no IT staff.

3. NIST 800-53 (U.S. National Institute of Standards and Technology)

What is NIST 800-53?

NIST SP 800-53 is a publication from the U.S. government that provides a catalog of security and privacy
controls for federal information systems and organizations. It is often used by:

 Government agencies

 Defense contractors

 Large enterprises

But even private companies can use it as a guide.

Structure of NIST 800-53



The controls are grouped into 20 control families. Some examples include:

 Access Control (AC):
Limit access to information based on user roles.

 Audit and Accountability (AU):
Track and review activities using logs.

 Incident Response (IR):
Prepare and respond to security events.

 System and Communications Protection (SC):
Protect data during storage and transmission.

Each control comes with:

 A baseline (Low, Moderate, High) based on how sensitive the system is.

 Customizable parameters for flexibility.

Steps to Implement NIST Controls

1. Categorize your systems (how critical is the data?).

2. Select controls based on your risk level.

3. Implement the chosen controls.

4. Assess if the controls are working.

5. Monitor and improve continuously.

Example Scenario:

A health tech company that processes U.S. government contracts uses NIST 800-53 to protect patient 
information and comply with federal cybersecurity laws.

Mini Task:

What does "Access Control" mean in NIST 800-53, and why is it important?

4. ISO/IEC 27001 – International Standard for Information Security

What is ISO 27001?

ISO 27001 is an international standard that outlines how to manage Information Security Management 
Systems (ISMS). It helps businesses of all sizes protect sensitive information in a structured, consistent 
way.

This standard is published by the International Organization for Standardization (ISO) and is recognized 
worldwide.



Core Features of ISO 27001

 Focus on risk management and continuous improvement.

 Allows businesses to become certified—a sign of trust and professionalism.

 Helps meet global legal and contractual requirements.

The 7 Clauses and 14 Control Categories

ISO 27001 has 7 mandatory clauses (such as leadership, planning, support, etc.) and 14 control areas, 
including:

1. Information Security Policies

2. Human Resource Security

3. Access Control

4. Cryptography

5. Operations Security

6. Supplier Relationships

7. Incident Management

The total list includes 93 controls in the latest version (2022).

Steps to ISO 27001 Certification

1. Conduct a risk assessment.

2. Define an information security policy.

3. Implement security controls.

4. Monitor, review, and improve.

5. Undergo an external audit for certification.

Mini Task:

Your company wants to get ISO 27001 certified. What is the first step you should take?

5. Comparison of CIS, NIST 800-53, and ISO 27001

Feature CIS Controls NIST 800-53 ISO 27001

Created by Center for Internet 
Security U.S. NIST ISO (International)



Feature CIS Controls NIST 800-53 ISO 27001

Focus Practical, prioritized 
controls

Comprehensive, U.S. government
standard

International certification 
standard

Audience Small to large 
businesses

Federal agencies, critical 
infrastructure Any business globally

Certification? No No Yes

Risk 
Management? Limited Yes Strong focus

6. Using These Frameworks Together

Many organizations use a combination of these frameworks. For example:

 Use CIS Controls to start basic protections.

 Adopt NIST 800-53 for structured, detailed compliance.

 Pursue ISO 27001 certification for global recognition.

A small startup might start with CIS, grow into NIST, and eventually aim for ISO certification as the 
business expands internationally.

7. Real-World Example

Case Study – FinSecure Ltd

FinSecure Ltd, a financial services company in Ghana, started with the CIS Controls to tighten its basic 
security. After growing its client base and handling sensitive data from international investors, it aligned 
its system with NIST 800-53. Two years later, they achieved ISO 27001 certification, proving they had a 
world-class cybersecurity program. This helped attract bigger clients and passed audits faster.

8. Summary of Key Points

 Security controls help protect data and are necessary for compliance with laws.

 CIS Controls are practical, easy to apply, and ideal for beginners.

 NIST 800-53 is comprehensive and used for high-risk systems.

 ISO 27001 is an international certification standard for managing security programs.

 Using these standards improves trust, reduces risks, and supports legal compliance.



9. Review Questions

1. What are the three types of security controls and what do they do?

2. Name three CIS Controls and describe their purpose.

3. What is the main goal of NIST 800-53?

4. Why would a business want ISO 27001 certification?

5. Which framework is best for a small organization just starting out?

6. How can organizations combine these frameworks effectively?

Conclusion

Security controls are at the heart of any cybersecurity program. Whether you are securing a personal 
computer or a nationwide banking system, the frameworks covered in this module—CIS Controls, NIST 
800-53, and ISO 27001—provide trusted paths to secure operations. By understanding and applying 
these standards, professionals can ensure systems are protected, compliance is achieved, and risks are 
reduced across all industries.

Module 4: Compliance Risk Management and Assessments



Identifying Compliance Gaps and Mitigating Risks

Learning Outcomes

By the end of this module, learners will be able to:

1. Understand what compliance risk is and how it affects organizations.

2. Identify common compliance gaps within cybersecurity frameworks.

3. Conduct compliance risk assessments using structured methods.

4. Develop strategies to mitigate identified compliance risks.

5. Learn how to monitor and improve compliance over time.

6. Apply real-world examples to improve organizational resilience.

1. Introduction to Compliance Risk

Compliance risk refers to the possibility that an organization may fail to follow laws, regulations, or 
internal policies. In cybersecurity, this could involve violating data protection laws, not implementing 
required security controls, or neglecting to document actions.

Why Compliance Risk Matters

Failure to comply with cybersecurity regulations can result in:

 Legal penalties or fines

 Loss of customer trust

 Business disruptions

 Damage to reputation

For example, a company that fails to comply with GDPR could face a fine of up to €20 million or 4% of its
global turnover.

2. What Is a Compliance Gap?

A compliance gap is any area where your current practices don’t meet the requirements of a regulation, 
standard, or internal policy. These gaps can occur in policies, procedures, or technical controls.

Common Compliance Gaps Include:

 Missing or outdated security policies



 Inadequate access control systems

 No encryption for sensitive data

 Lack of incident response plans

 Failure to conduct regular audits

Identifying and closing these gaps is essential for reducing compliance risk.

3. Compliance Risk Management Explained

Compliance risk management is the process of:

1. Identifying regulatory and policy obligations.

2. Evaluating how well the organization meets those obligations.

3. Addressing gaps and vulnerabilities.

4. Monitoring compliance on an ongoing basis.

Key Elements of Compliance Risk Management

 Governance: Leadership must support compliance initiatives.

 Risk Identification: Spot areas where the organization may not be compliant.

 Assessment: Determine the severity and likelihood of non-compliance.

 Control Implementation: Use policies, processes, and tools to address gaps.

 Monitoring: Continuously review systems to ensure ongoing compliance.

4. How to Conduct a Compliance Risk Assessment

A compliance risk assessment is a structured review of how well an organization meets legal and 
regulatory obligations.

Step-by-Step Guide

Step 1: Identify Applicable Regulations and Standards
Determine which regulations your organization must follow (e.g., GDPR, HIPAA, ISO 27001, NIST, PCI-
DSS).

Step 2: Define Risk Categories
Classify risks into types like:

 Data security risk

 Financial penalty risk



 Reputational risk

 Operational risk

Step 3: Evaluate Current Compliance Status
Use compliance checklists or self-audit tools to measure your current state.

Step 4: Score Risks
Rate each risk based on:

 Likelihood: How likely is it to happen?

 Impact: How severe would it be?

Step 5: Identify Gaps
Compare actual practices with required standards and list areas of non-compliance.

Step 6: Prioritize Actions
Focus on high-risk, high-impact gaps first.

Step 7: Develop a Remediation Plan
Create an action plan with steps, responsible parties, and deadlines to fix the issues.

Sample Risk Assessment Matrix

Risk Area Likelihood Impact Risk Level Gap Identified Mitigation Action

Data encryption High High Critical No encryption of 
backups

Implement AES-256 
encryption

Access controls Medium High High Shared user accounts Enforce unique user logins

Policy 
documentation Low Medium Medium Outdated incident 

response
Update and train on new 
policy

5. Tools and Techniques for Identifying Compliance Gaps

 Internal audits: Regular self-assessments against standards.

 External audits: Third-party reviews for objectivity.

 Automated compliance tools: Software such as Qualys, Rapid7, and Vanta.

 Gap analysis reports: Compare current posture against standards like ISO 27001 or NIST 800-53.

 Surveys and interviews: Gather input from staff to uncover undocumented processes or 
informal practices.



6. Mitigating Compliance Risks

Once you have identified gaps, mitigation means reducing the likelihood and/or impact of a compliance
failure.

Key Risk Mitigation Strategies

A. Policy and Procedure Updates
Ensure all policies are up-to-date, documented, and communicated. Policies should cover:

 Access control

 Data protection

 Incident response

 Acceptable use

B. Security Awareness Training
Train employees on cybersecurity and compliance expectations. Human error is a common cause of 
violations.

C. Technical Controls
Implement or enhance:

 Firewalls

 Encryption

 Antivirus and EDR solutions

 Multi-factor authentication

D. Monitoring and Logging
Use security information and event management (SIEM) tools to track activity and detect anomalies.

E. Vendor and Third-Party Compliance
Ensure vendors and service providers follow equivalent standards. Use security questionnaires and 
contract clauses.

F. Incident Response Planning
Prepare for security breaches with documented steps, responsibilities, and communication channels.

7. Ongoing Monitoring and Continuous Improvement

Compliance is not a one-time task. Regulations evolve, and threats change. Continuous monitoring helps
organizations stay aligned with requirements.

Ongoing Monitoring Activities

 Conduct regular internal audits



 Track changes in laws and regulations

 Maintain dashboards or reports for compliance KPIs

 Schedule annual reviews of all compliance programs

 Perform penetration testing and vulnerability scans

8. Real-World Example: Healthcare Provider and HIPAA

Scenario:
A small healthcare clinic in Ghana uses digital records but had no formal data protection policy. Upon 
assessment, they found:

 Staff reused passwords

 Patient records were emailed without encryption

 No backup plan for data loss

Actions Taken:

 Conducted a HIPAA compliance audit

 Trained staff on password policies and email encryption

 Implemented daily encrypted backups

Result:
The clinic reduced its exposure to regulatory fines and built better trust with patients.

9. Summary of Key Points

 Compliance risk is the threat of not meeting legal, regulatory, or internal cybersecurity 
standards.

 Identifying compliance gaps is essential to avoid fines, legal action, and reputational damage.

 Risk assessments help prioritize gaps based on likelihood and impact.

 Mitigation involves policy updates, technical solutions, training, and ongoing reviews.

 Compliance is a continuous process requiring monitoring and improvement.

10. Review Questions

1. What is a compliance gap, and why is it important to identify?

2. List three steps in conducting a compliance risk assessment.



3. Describe two tools that help identify compliance issues.

4. What is the impact of failing to encrypt sensitive data?

5. Why should vendor compliance be part of your risk strategy?

6. Explain why compliance monitoring is an ongoing process.

Conclusion

Effective compliance risk management is critical in today’s complex regulatory environment. 
Organizations must be proactive in identifying where they fall short, take immediate action to address 
weaknesses, and build strong, lasting systems to manage risks. Through regular assessments, targeted 
mitigations, and continuous monitoring, businesses can meet legal obligations, protect their data, and 
build trust with stakeholders.

Module 5: Auditing and Monitoring for Cybersecurity Compliance
Conducting Internal Audits and Self-Assessments



Learning Outcomes

By the end of this module, learners will be able to:

1. Understand what cybersecurity auditing and monitoring involve.

2. Recognize the importance of internal audits and self-assessments.

3. Plan and conduct a basic cybersecurity audit.

4. Identify and document audit findings effectively.

5. Monitor systems for ongoing compliance and security.

6. Use results to improve security posture and meet compliance requirements.

1. Introduction to Cybersecurity Auditing and Monitoring

Cybersecurity auditing and monitoring are essential practices used to verify that an organization is 
complying with policies, procedures, and legal regulations.

 Auditing means reviewing and assessing the effectiveness of your cybersecurity systems and 
controls.

 Monitoring means keeping an eye on systems in real time or on a regular basis to detect 
problems or non-compliance early.

These processes help prevent data breaches, meet regulatory requirements, and build trust with 
customers and regulators.

2. Why Auditing and Monitoring Matter

Auditing and monitoring are not just for large organizations—they are important for every business that 
uses technology or handles sensitive data.

Benefits include:

 Detecting security weaknesses before attackers do.

 Proving compliance with laws like GDPR, HIPAA, or ISO 27001.

 Protecting sensitive customer and business information.

 Reducing the risk of legal penalties or business loss.

Example:
A retail company that failed to monitor its systems did not notice hackers stealing credit card data until 
months later. This led to fines and loss of customers. With regular audits, the problem could have been 
caught earlier.



3. Internal Cybersecurity Audits Explained

An internal audit is a review conducted by your organization’s own team or a designated officer to 
check if security and compliance measures are working properly.

It involves:

 Evaluating policies and controls

 Reviewing system configurations

 Checking access logs

 Interviewing staff

 Reporting findings and suggesting improvements

Types of audits include:

 Policy audits: Are company policies in place and followed?

 Technical audits: Are firewalls, antivirus, and encryption properly configured?

 User audits: Are staff using secure passwords and following protocols?

4. Steps to Conduct a Cybersecurity Internal Audit

Here is a simple step-by-step process to guide learners in conducting an internal audit.

Step 1: Define Scope and Objectives

Decide what systems, departments, or policies you are auditing. Common areas include:

 Access control

 Password management

 Data backups

 Email security

Step 2: Develop a Checklist

Create a list of things to check, based on standards (e.g., ISO 27001, NIST, or your company’s policies).

Example:

Area Question Compliant? Comments

Password Policy Are passwords at least 8 characters long? Yes/No



Area Question Compliant? Comments

Backups Are daily backups performed and encrypted? Yes/No

Antivirus Is antivirus software installed and updated? Yes/No

Step 3: Collect Evidence

 Review documents (e.g., security policies, logs).

 Interview employees.

 Use software tools to scan systems.

Step 4: Identify Issues and Gaps

Compare what is actually happening with what should be happening.

Example:
If your password policy requires multi-factor authentication (MFA) but it's not enabled, that’s a gap.

Step 5: Report Findings

Write a simple audit report including:

 Areas reviewed

 Findings

 Recommendations

 Priority level (High, Medium, Low)

Step 6: Follow Up

After the audit, ensure that gaps are fixed. Plan another audit to confirm improvements.

5. What Is a Self-Assessment?

A self-assessment is similar to an internal audit but is usually completed by a department or team 
reviewing its own activities. It’s less formal but very useful for early detection of problems.

Example:
An IT department can perform a monthly self-assessment by checking:

 Are all systems patched?

 Are there any unauthorized access attempts?

 Are employees using secure passwords?

Self-assessments are also useful before external audits.



6. Monitoring Systems for Ongoing Compliance

Monitoring involves using tools and processes to watch over systems continuously or on a schedule.

What to Monitor

 System logs – Track login attempts and file changes.

 Network traffic – Detect unusual patterns.

 User activity – Identify risky behavior.

 Compliance status – Check if controls remain effective over time.

Common Monitoring Tools

 SIEM (Security Information and Event Management) – Combines logs from across systems to 
detect threats.

 Antivirus and endpoint protection

 Firewall logs

 Patch management dashboards

7. Using Audit and Monitoring Results

Once audits and monitoring are complete, results must be turned into actions.

Use findings to:

 Update policies

 Train staff

 Fix technical issues

 Adjust risk levels

 Improve reporting

Audit results should be reviewed by management to support informed decisions and compliance 
strategies.

8. Real-World Case Study: School Network Compliance Audit

Scenario:
A private school storing student and parent data wants to comply with data privacy standards. An 
internal audit revealed:

 Teachers shared logins.



 No encryption was used for report cards.

 Security cameras were accessible over the internet.

Action Taken:

 Created unique accounts for all staff

 Enabled encryption for sensitive files

 Restricted access to camera systems

Result:
Improved data protection and passed an external compliance review.

9. Challenges in Auditing and Monitoring

Common issues include:

 Lack of trained staff

 Incomplete documentation

 Over-reliance on manual checks

 Resistance from departments

How to overcome:

 Provide audit training

 Use tools to automate scanning

 Build a culture of transparency and improvement

10. Summary of Key Concepts

 Auditing checks if cybersecurity policies and systems are working.

 Internal audits and self-assessments help catch issues early.

 Monitoring tracks system activity to detect and prevent problems.

 Audit results lead to better security decisions and compliance.

 Regular audits create a strong, secure, and trustworthy organization.

11. Review Questions

1. What is the difference between auditing and monitoring?



2. List three steps in conducting a cybersecurity internal audit.

3. Why are self-assessments useful before external audits?

4. What is a common tool used for monitoring system logs?

5. What should be done after an internal audit is completed?

Conclusion

Auditing and monitoring are not just tasks—they are part of an ongoing commitment to cybersecurity 
and compliance. By learning to assess systems, spot problems, and take action, organizations can avoid 
fines, protect data, and build a strong reputation. As a future cybersecurity compliance professional, 
these are the practical skills you will rely on to keep systems safe and compliant every day.

Module 6: Data Protection and Privacy Compliance
Implementing Privacy-Enhancing Technologies (PETs)



Learning Outcomes

By the end of this module, learners will be able to:

1. Understand what data protection and privacy compliance mean in simple terms.

2. Identify different types of personal and sensitive data.

3. Recognize global data protection principles such as those in GDPR, CCPA, and HIPAA.

4. Understand what Privacy-Enhancing Technologies (PETs) are.

5. Apply practical examples of how PETs are used to protect data.

6. Learn basic steps to implement PETs in the workplace or system environment.

7. Understand how PETs support compliance with privacy laws.

1. Introduction to Data Protection and Privacy Compliance

Data protection refers to the practices, tools, and regulations that ensure personal and sensitive 
information is kept safe from misuse, unauthorized access, or disclosure.

Privacy compliance means following laws and regulations that protect people’s personal data and 
privacy rights.

Why It Matters:

 Laws like GDPR (Europe), CCPA (California), and HIPAA (U.S. healthcare) require organizations to
protect personal data.

 Customers trust businesses more when their data is handled responsibly.

 Failing to protect data can lead to legal penalties and damage to reputation.

2. Understanding Personal and Sensitive Data

To protect data, we first need to know what data we are protecting.

Personal Data:

Any information that can be used to identify an individual:

 Name

 Email address

 Phone number

 IP address

 Location data



Sensitive Personal Data:

This requires even more protection because it could lead to harm if exposed:

 Health records

 Biometric data (fingerprints, facial recognition)

 Financial data

 Political beliefs

 Religion

3. Key Privacy Compliance Laws and Principles

Understanding global privacy regulations helps ensure compliance.

General Data Protection Regulation (GDPR) – European Union

 Applies to any company handling EU citizen data.

 Requires clear consent, right to access, data deletion, and security by design.

California Consumer Privacy Act (CCPA) – California, USA

 Gives consumers the right to know what data is collected, to opt out of sale, and request 
deletion.

Health Insurance Portability and Accountability Act (HIPAA) – USA

 Applies to health data. Requires encryption, access control, and patient privacy rights.

Common Principles in Most Privacy Laws:

 Data Minimization: Only collect what is needed.

 Purpose Limitation: Only use data for the reason it was collected.

 Transparency: Let people know how their data will be used.

 Security: Keep data safe from hackers or misuse.

 User Control: Allow people to access, update, or delete their data.

4. What Are Privacy-Enhancing Technologies (PETs)?

PETs are tools, methods, or technologies that help protect personal data during collection, storage, 
processing, and sharing.

They help ensure that organizations comply with privacy laws and reduce the risks of data breaches.



Goals of PETs:

 Minimize personal data use

 Protect data throughout its lifecycle

 Make data use transparent and controlled

5. Types of Privacy-Enhancing Technologies (PETs)

Let’s look at practical examples of common PETs used in the workplace:

1. Data Masking

Hides sensitive data with random or modified data.
Example: Replacing credit card numbers with asterisks (**** **** **** 3456) when displaying to users.

2. Encryption

Converts readable data into unreadable form unless decrypted with a key.
Example: Encrypting files containing employee records before sending over email.

3. Anonymization

Permanently removes identifying information from data so individuals can’t be recognized.
Example: Removing names and contact details from a survey dataset used for research.

4. Pseudonymization

Replaces real identifiers (like names) with fake ones (pseudonyms), which can be reversed with a special
key.
Example: "John Smith" becomes "User123" in a dataset. Only admins with access can re-identify him.

5. Access Control Systems

Restrict who can view or edit data.
Example: Only HR personnel can open salary records.

6. Secure Multi-Party Computation (SMPC)

Allows parties to compute on data without sharing it with each other.
Example: Two banks calculate shared fraud data trends without revealing their customers' details.

7. Differential Privacy

Adds random noise to data before analysis, protecting individual privacy while still allowing general 
insights.
Example: Apple and Google use this to collect usage statistics without identifying users.

6. Implementing PETs in the Workplace: Step-by-Step



Even small businesses can start using PETs to boost privacy. Here's a basic guide:

Step 1: Identify What Personal Data You Collect

 Customer data

 Employee records

 Website tracking data

Step 2: Classify the Data

 Label sensitive data (e.g., health info, bank details)

 Mark public vs private data

Step 3: Choose Appropriate PETs

 Encrypt files and emails

 Use pseudonymization in test environments

 Mask sensitive data in reports

 Limit access using role-based permissions

Step 4: Train Staff

 Teach employees to use encryption tools, secure passwords, and understand privacy policies.

Step 5: Monitor and Audit

 Regularly check if privacy protections are working.

 Use tools to monitor data access and sharing.

7. Case Study: PETs in an Online Retail Store

Scenario:
An online store collects customer names, addresses, and card details for purchases. They want to ensure
GDPR compliance.

Actions Taken:

 Data Minimization: Only collect necessary customer data (not birthdays or genders).

 Encryption: Encrypt payment and customer data both in transit (when sending) and at rest (in 
storage).

 Anonymization: Anonymize old order records for analysis.

 Access Control: Only finance team can access payment data.

 Training: All staff trained on handling customer information securely.



Results:
Improved customer trust, passed external GDPR audit, and reduced risk of breaches.

8. The Role of PETs in Supporting Compliance

PETs help organizations comply with laws by:

 Protecting data from hackers and unauthorized access

 Supporting transparency and consent

 Enabling safe data analysis

 Reducing the amount of data exposed in a breach

 Giving users control over their data

For example, under GDPR, organizations must implement “privacy by design.” PETs like encryption and 
access controls are ways to achieve this.

9. Challenges in Implementing PETs

1. Lack of Awareness: Staff may not know how to use PETs.
2. Cost and Resources: Advanced PETs like SMPC can be expensive.
3. Technical Complexity: Some tools need expert configuration.
4. Misuse: Encrypting data without managing the keys properly can cause loss of access.

Solutions:

 Start with simple PETs like encryption and masking

 Train staff

 Use cloud-based tools with built-in privacy features

 Work with IT professionals or consultants

10. Summary of Key Concepts

 Data protection and privacy compliance help organizations respect individual rights and follow 
laws.

 Personal and sensitive data must be clearly identified and protected.

 PETs include encryption, anonymization, pseudonymization, access control, and more.

 These tools reduce data risk and support compliance with laws like GDPR, HIPAA, and CCPA.



 Implementing PETs involves understanding your data, choosing the right tools, training staff, and
auditing regularly.

11. Review Questions

1. What is the difference between anonymization and pseudonymization?

2. Give two examples of privacy-enhancing technologies.

3. Why is encryption important in privacy compliance?

4. What steps should an organization take before implementing PETs?

5. How do PETs help organizations meet regulatory requirements?

Conclusion

Privacy and data protection are no longer optional—they are required for legal compliance and 
customer trust. With the help of Privacy-Enhancing Technologies (PETs), organizations can protect 
personal data, stay compliant with global laws, and reduce the risks of breaches. Even small steps, like 
encrypting files and limiting access, can have a big impact. As a cybersecurity compliance professional, 
your job will be to ensure that privacy is not just a policy but a practical reality.

Module 7: Incident Response and Compliance Reporting
Meeting Regulatory Requirements for Breach Notifications

Learning Outcomes



By the end of this module, learners will be able to:

1. Understand what constitutes a security incident or data breach.

2. Learn how to develop an effective incident response plan.

3. Recognize legal and regulatory obligations for breach reporting.

4. Understand breach notification timelines and requirements under GDPR, HIPAA, and other 
regulations.

5. Implement best practices for incident documentation, communication, and follow-up.

6. Prepare for compliance audits related to incident response and breach notification.

1. Introduction to Incident Response and Compliance Reporting

In cybersecurity, a security incident refers to any event that compromises the confidentiality, integrity, 
or availability of data. When such an incident results in unauthorized access to personal or sensitive 
data, it becomes a data breach.

Incident response is the structured approach used to detect, investigate, contain, and recover from such
incidents.

Compliance reporting is the legal duty to report certain incidents to regulatory bodies, affected 
individuals, or the public—depending on the law.

2. What is a Security Incident?

A security incident can include:

 Unauthorized access to files or accounts

 Malware infection

 Data theft or leakage

 Insider misuse of systems

 Loss or theft of a device containing personal data

 Denial-of-service (DoS) attacks disrupting operations

If these incidents affect personal data, they may qualify as reportable breaches.

3. Developing an Effective Incident Response Plan (IRP)

An Incident Response Plan (IRP) helps organizations respond quickly and efficiently when things go 
wrong.



Key Components of an IRP:

1. Preparation

o Train staff

o Identify critical data and systems

o Appoint an incident response team

2. Detection and Analysis

o Use security tools to detect incidents

o Investigate how the breach happened

o Determine the type and scope of data affected

3. Containment and Eradication

o Stop the attack

o Isolate affected systems

o Remove malicious files or access

4. Recovery

o Restore systems from backups

o Strengthen controls to prevent recurrence

o Monitor systems for ongoing threats

5. Post-Incident Activity

o Write a report

o Review lessons learned

o Improve policies or procedures

4. Regulatory Requirements for Breach Notifications

Many data privacy laws require organizations to notify affected parties and report breaches to 
regulatory authorities within a specific time.

GDPR (Europe)

 Breaches must be reported to the supervisory authority within 72 hours of discovery.

 Affected individuals must be notified without delay if the breach is likely to result in a risk to 
their rights and freedoms.



Notification must include:

 What happened

 What data was affected

 Possible consequences

 Measures taken

 Contact information for further inquiries

HIPAA (USA – Health Data)

 Breaches affecting 500 or more individuals must be reported to HHS and the media within 60 
days.

 Smaller breaches must be reported annually.

CCPA (California)

 Requires notifying individuals if unencrypted personal information is breached.

 No set timeframe, but the law requires it be done in the most expedient time possible.

Other Countries

Many regions (e.g., Canada, Brazil, Nigeria, Australia) have similar laws requiring timely breach 
reporting, typically within 72 hours to 30 days depending on severity.

5. Steps for Breach Notification

When a breach occurs, organizations must follow these steps to meet compliance obligations:

Step 1: Assess the Breach

 Is personal data affected?

 Was the data encrypted or protected?

 Who is affected (customers, employees, vendors)?

 What is the potential harm?

Step 2: Determine Notification Requirements

 Check applicable laws (GDPR, HIPAA, etc.)

 Identify who must be notified (regulator, individuals, partners)

Step 3: Draft the Notification Message

Include:



 Description of the breach

 Categories of data involved

 Action taken to fix it

 Advice on how individuals can protect themselves

 Your contact information

Step 4: Send Notifications Promptly

 Use clear, non-technical language

 Choose secure and fast channels (email, post, press release)

 Keep a record of when and how you notified

Step 5: Notify Law Enforcement (if applicable)

If criminal activity is suspected (e.g., hacking), notify police or cybercrime units.

6. Example: GDPR-Compliant Breach Notification Process

Scenario:
A retail company discovers that hackers accessed customer email addresses and phone numbers.

Response Process:

1. Detected on Monday at 10:00 a.m.

2. Investigation completed within 24 hours – Data was accessed, but not financial records.

3. Notification to regulator sent by Wednesday morning (within 72 hours)

4. Customers informed on Wednesday afternoon via email and company website

5. Offered advice: "Be alert to phishing emails, don’t click unknown links"

6. Report documented for internal review and audit purposes

7. Common Mistakes to Avoid

 Delaying notification beyond legal limits

 Failing to notify due to misunderstanding the law

 Poor communication that confuses or alarms customers unnecessarily

 Inadequate documentation that fails during audits

 No internal lessons learned after an incident



8. Documenting Incidents for Compliance

Regulators may ask for proof that you handled an incident properly. Good documentation should 
include:

 Date and time of detection

 Summary of what happened

 Data affected

 Investigation results

 Who was notified, when, and how

 Recovery steps taken

 Final incident report

 Recommendations for future prevention

This is important for audits and can also reduce penalties.

9. Case Study: Healthcare Provider Data Leak

Context:
A hospital employee accidentally emailed patient health records to the wrong person.

Action Steps Taken:

 Detected within 2 hours

 IT immediately disabled access to the message

 Privacy officer analyzed the breach

 Notified affected patients within 48 hours

 Reported incident to the Department of Health

 Retrained staff on email handling

 Updated policy for email confirmation

Outcome:
No fine was issued, as the response was prompt and well-documented.

10. Summary of Key Points

 Incident response is a planned method for managing security incidents and breaches.



 Most privacy laws require timely notification to both regulators and affected individuals.

 GDPR requires notification within 72 hours, HIPAA within 60 days.

 Communication should be clear, prompt, and contain all required information.

 Documentation is essential for proving compliance and reducing legal risk.

 Regular reviews and practice exercises improve preparedness.

11. Review Questions

1. What is the first step you should take after discovering a breach?

2. How long do you have to notify regulators under GDPR?

3. What should a breach notification include?

4. What’s the difference between a security incident and a data breach?

5. Why is documentation important after an incident?

Conclusion

Cybersecurity incidents and data breaches can happen to any organization. What matters most is how 
you respond. A clear incident response plan combined with compliance reporting helps you stay within 
the law, reduce harm, and rebuild trust. Knowing when and how to notify regulators and individuals 
ensures that your organization acts responsibly and avoids costly fines. As a cybersecurity compliance 
professional, being prepared is your best defense.

Module 8: Developing a Compliance Culture
Creating Policies and Training Programs for Organizational Compliance

Learning Outcomes

By the end of this module, learners will be able to:

1. Understand what a compliance culture means and why it matters.



2. Learn how to create and implement clear cybersecurity compliance policies.

3. Understand the role of leadership in shaping compliance behavior.

4. Develop effective training and awareness programs.

5. Promote employee accountability and ethical behavior.

6. Measure and improve compliance culture over time.

1. What Is a Compliance Culture?

A compliance culture is a shared belief within an organization that following cybersecurity and data 
protection laws is everyone’s responsibility. It’s more than having rules—it's about people caring enough
to do the right thing even when no one is watching.

In organizations with strong compliance cultures:

 Employees understand and follow cybersecurity policies.

 Managers lead by example.

 Everyone takes ownership of protecting data.

 Mistakes are reported and corrected quickly.

Creating this culture is not a one-time event—it’s a continuous process involving policies, training, 
leadership, and open communication.

2. Why Compliance Culture Matters

Without a strong compliance culture, even the best policies will fail. People may:

 Ignore rules they don’t understand

 Hide mistakes out of fear

 Use personal devices or unsafe apps without thinking

These actions can lead to data breaches, legal penalties, and damage to the organization's reputation.

On the other hand, when employees are informed, trained, and supported, they become the first line of 
defense.

3. Creating Effective Cybersecurity Compliance Policies

Policies are official documents that tell employees:

 What is expected of them



 What is allowed and what is not

 How to respond to threats or incidents

Key Elements of a Good Policy:

1. Simple Language

o Avoid technical terms. Make it easy to understand.

2. Clear Scope

o Define who the policy applies to (all employees, contractors, etc.)

3. Specific Instructions

o For example: “Do not use personal USB drives on company computers.”

4. Roles and Responsibilities

o Explain who is in charge of enforcing the policy.

5. Consequences for Non-Compliance

o Explain the disciplinary actions for breaking the rules.

6. Review and Update Schedule

o Policies should be reviewed regularly—at least once a year.

Examples of Common Cybersecurity Policies:

 Acceptable Use Policy

 Password Management Policy

 Data Protection Policy

 Remote Work Policy

 Incident Response Policy

Practical Tip:

Involve employees when creating or updating policies. It helps them feel part of the process and 
improves understanding.

4. Role of Leadership in Compliance Culture

Leadership sets the tone for the rest of the organization. If managers take compliance seriously, others 
will too.

Leaders Must:



 Follow the same rules as everyone else

 Talk about compliance in meetings and updates

 Support training and awareness efforts

 Recognize employees who demonstrate good security behavior

 Hold people accountable, even if they are high-level staff

When leaders model the right behavior, it creates trust and encourages others to act responsibly.

5. Building Training and Awareness Programs

Training helps employees understand:

 What threats exist

 How to protect data and systems

 What their specific responsibilities are

 How to report a problem or suspicious activity

Types of Training:

1. Onboarding Training

o For new employees. Introduces basic policies and security practices.

2. Annual Refresher Training

o Keeps everyone up to date with changes in the law and internal policies.

3. Role-Based Training

o Tailored to specific job roles. For example, IT staff receive more technical training than 
general staff.

4. Incident Response Drills

o Simulate a data breach to test how employees respond.

Best Practices for Training Programs:

 Keep sessions short and focused

 Use real-life examples and case studies

 Include quizzes or scenarios for active learning

 Use posters, newsletters, and emails for ongoing reminders

 Track participation and understanding



Example:
A company might show a short video explaining how phishing emails work, followed by a quiz. Staff who
fail must retake the module.

6. Encouraging Employee Accountability

Employees need to understand they are part of the compliance effort—not just passive participants.

Ways to Promote Accountability:

 Require signed acknowledgments of policy training

 Assign specific compliance roles (e.g., data stewards)

 Make it easy to report suspicious activities or mistakes

 Reward secure behavior (e.g., a "Security Champion" award)

 Conduct internal audits to check for real-life policy adherence

When people know their actions matter, they are more likely to make good decisions.

7. Measuring Compliance Culture

You cannot improve what you do not measure.

How to Measure:

 Surveys: Ask employees if they understand policies and feel comfortable reporting issues.

 Training Records: Monitor who completes training on time.

 Audit Results: Track policy violations or data handling errors.

 Incident Reports: Analyze how quickly incidents are reported and resolved.

 Feedback: Use anonymous suggestion boxes or hotlines for honest feedback.

Use this information to adjust training, improve communication, or rewrite unclear policies.

8. Case Study: Building Compliance Culture in a Retail Company

Background:
A retail company was hit with a data breach due to an employee opening a phishing email.

Problem:

 No formal training

 Weak password policies



 No system for reporting suspicious emails

Solution:

 Created a clear cybersecurity policy

 Rolled out a monthly training program

 Appointed a Compliance Officer

 Recognized departments that improved their behavior

Results:

 Policy violations dropped by 70% in one year

 Staff began reporting phishing emails proactively

 A follow-up audit showed improved compliance and awareness

9. Summary of Key Points

 A compliance culture is about shared responsibility and awareness.

 Policies must be clear, relevant, and regularly updated.

 Leadership must actively promote and participate in compliance efforts.

 Training is critical and should be engaging, frequent, and tailored.

 Accountability means every employee understands their role.

 Measuring and adjusting helps improve the culture over time.

10. Review Questions

1. What is a compliance culture, and why is it important?

2. Name three elements of an effective cybersecurity policy.

3. How can leaders support a compliance culture?

4. Why is role-based training necessary?

5. What are two ways to measure if your organization has a strong compliance culture?

Conclusion

Creating a culture of compliance doesn't happen overnight. It requires clear policies, regular training, 
strong leadership, and constant evaluation. When employees understand the “why” behind 



cybersecurity rules and feel supported by management, they become powerful defenders of 
organizational safety. As a cybersecurity compliance professional, your role is to build that culture, guide
your organization’s behavior, and lead by example.


